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Following are some typical “concerns” of CIOs and CMIOs that may not be fully appreciated throughout a complex health care organization. The intent is to stimulate constructive dialogue, with apologies for its slightly negative tone. It is not meant as a list of “complaints.” Indeed, many of these issues represent new opportunities for health care organizations to leverage information and information technology for strategic value.

1. Engaged and Effective IT Governance

Replacing a budget-driven IT strategy with strategy-driven IT budgeting requires time and attention from senior executives. It is important to invest the effort to move beyond a “project” mentality for IT, to view IT investments in a larger context and to manage information and information technology as strategic resources. This raises some challenging issues: projecting and tracking return on large investments that catalyze complex change, and establishing shared accountability for initiatives whose effectiveness depends on factors beyond the traditional scope of an IS organization.

2. System and Data Integration

Even organizations that have thoughtfully adopted a single vendor for core clinical and/or patient financial systems often find some areas were specialized functionality justifies a separate system or where legacy systems exist (e.g., ED, anesthesiology, critical care, oncology, patient scheduling, staff scheduling, nurse call, departmental systems in lab or radiology).

Large organizations may have multiple systems that maintain separate versions of patient demo​graphic and financial data, and similar duplication may occur in other “master files” for physicians and employees. Investing in data integration can improve data integrity and reduce ongoing costs, but these initiatives compete with other investments that would add new functionality.

3. IT Outside the IS Organization

Modern physiologic monitors and telemetry systems are actually computer systems, complete with networks and servers and, in many cases, operating systems that are vulnerable to viruses. This is also true for modern imaging modalities. Together with PACS for radiology and cardiology (often from two different vendors) and specialized systems for other diagnostic services, these systems account for a significant proportion of capital expenditures and operating costs, but they are often treated solely as “clinical” investments, rather than part of an overall IT architecture.

4. New Expectations for Physician Support

Portal technology that provides secure, remote access to patient data, electronic signature for medical records, and order management can make physicians more productive, and it can reduce the risk of errors. These are increasingly important factors in choosing where to admit patients, and they provide an opportunity for hospitals to differentiate themselves in meaningful ways. But it may require integration of multiple back-end systems, and it always requires exquisite customer service.

Recent Stark exceptions and Anti-Kickback safe harbors may raise expectations among medical staff members for hospitals to assist with financing and/or supporting IT for their practices. There are a number of unanswered questions, including policies on access to patient data and what duty a health system might assume for quality oversight of private physicians by offering an EMR system that enables quality monitoring.

5. Ambulatory EMR

Increasingly recognized as critical to improving the quality of care for patients with multiple chronic conditions, the ambulatory EMR can offer clinical decision support, provide reminders, and ensure follow-up over time and across multiple providers. However, this may take the IS organization into new territory, with different expectations for support and with potentially more diverse medical staff structures and quality management processes. It also requires an array of new interfaces—with commercial labs, imaging centers, specialty practices, and payers.

6. Improving the Patient Experience

In many cases, a patient’s first impression is dominated by a rigid, fragmented patient registration system. There are ways to improve this experience and even to use IT to solidify relationships with returning patients, but they involve much more than technology. The design of the overall process depends on payer requirements, data collection policies to maximize reimbursement, and staff education, as well as the underlying IT.

Providing Internet access for patients and families is increasingly becoming an expectation. With the appropriate networking hardware, it isn’t technically difficult to provide secure access that’s segregated from the organization’s internal network. It just takes time and resources, which must be balanced with other priorities. (I could verge on whining here by pointing out that in many cases, well-meaning patient relations people apparently do have the time to interact with a variety of external vendors before they even talk with the IS organization. But they might point out that the external vendors can be much easier to talk to than their own IS organization. Not sure if this is a productive line of discussion, but it does highlight the need for mutual trust and openness.)

7. Support for Performance Improvement

In the hands of insightful and motivated leaders, data captured as the by-product of operations can be a powerful catalyst for improvement. This typically requires integrating and validating data from multiple sources, plus flexible analytical tools for internal trending and external benchmarking. These are imperfect data, but they can highlight opportunities for improvement and can measure the impact of interventions. “Occurrence” data (reflecting suspected errors and near misses) can provide unique insights, but they require different analytical approaches and underscore the importance of organizational culture and enlightened leadership in using data for improvement. Growing demands for external reporting of quality measures typically requires systems to capture (and validate) data elements that may not be accommodated by core systems.

8. Rising Expectations for Availability and Security

As bedside care becomes increasingly dependent on real-time information systems, it becomes less and less practical to fall back to paper, stimulating growing expectations for formal business continuity planning (these expectations are underscored by regulators). But redundancy may be expensive, since many legacy systems were not designed for high availability. Compounding the problem, the Internet exposes systems and networks to new threats, triggering a security arms race that consumes significant capital and operating dollars. These issues compete for attention and funding with a backlog of requests for new functionality.

9. Growing Infrastructure Demands 

Demands for network bandwidth and archival storage are expanding rapidly, as new diagnostic modalities emerge and clinicians come to expect anytime/anywhere access. Fortunately, unit costs continue to decline, and more robust tools for managing networks and workstations are becoming available. But these tools require an up-front capital investment, as well as new skills within the IS organization.

A related issue is the ongoing costs to keep technology current, from “evergreening” programs for workstations to new releases of ubiquitous application software. Application developers and IS organizations alike struggle to keep up with new versions of infrastructure elements like database management software, even as they attempt to exploit the new features of each release to provide incremental value in return for the obligatory investment.

10. User Training and IS Customer Service

Making users productive with ever more powerful software tools—and minimizing frustration with ever more complex tools—requires both prospective training and ongoing support. Users of new point-of-care systems need highly responsive support. This is straining the limited resources that many IS organizations have historically dedicated to user support.

11. External Demands for Reporting and Data Interchange

From JCAHO Core Measures and the CMS Physician Voluntary Reporting Program to the buzz about RHIOs, health care organizations face an array of new demands for external reporting. Many involve data elements that are not captured in existing systems but will be the basis of pay-for-performance programs or scrutinized by the public as a reflection of quality. They may require compliance with new standards for data encoding and transaction processing. In addition, IS must work with other parts of the organization to manage these new external relationships, both at the content level and the technical level.
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